Medical Domain Web Services (MDWS)

Version 2.0

C3-C1 Conversion Project

Installation Guide

(MWVS*2)

September 2011

Department of Veterans Affairs
Office of Information and Technology (OI&T)
Office of Enterprise Development (OED)






Revision History

Date Revision Description Author
April 2010 1.0 Initial version for v 2.0 J Confer
L Harmon
C Beynon
May 2010 1.1 Added updates J Confer
C Beynon
July 2010 Changed dates C Beynon
September 2010 Changed date to September C Beynon
October 2010 Changed dates to October C Beynon
November 2010 | 1.2 Revised for ORT comments J Confer
December 2010 Changed dates to January 2011 CBeynon
December 2010 | 1.3 e Added v2.0 to the MDWS JRogers
Database
e Added back out procedures per
EIE input
e Per EIE feedback, combined
elements of the Production
Operations Manual with the
Install Guide
e See last section of Install Guide
December 2010 14 Added MDWS BSE patch XU*8*557 | CBeynon
to section Pre-install Instructions and
Preparation
May 2011 1.5 e Added (MWVS*2) namespace CBeynon
e Changed dates to May 2011
June 2011 1.6 Updated the I1G with instructions from | CBeynon
JM/Medora
July 2011 1.7 Prepped for national release, ESE CBeynon
Checklist
September 2011 | 1.8 Changed dates to September 2011 for | CBeynon

release

September 2011

MDWS v2.0 C3-C1 Conversion Project

Installation Guide (MWVS*2)



Table of Contents

INEFOAUCTION ... bbbttt et bbbt et b e e e 1
[ 113 (0] YRR PR 1
DEPIOYMENT OVEIVIBW ...ttt bttt ettt et e b e et esae et e e ntesbeenbeeneenreas 3
Prior 10 INSTAIIATION.......cc.iiiiiiiiciee bbb 4
REGUITEIMIEINES ...ttt b ettt et e et e st e be e bt e st e sb e et e es e e sbeebeeneenreeeeenes 4
Configuring the MDWS Database ..........ccceieeiiiieiiiieiieese e ee e see e snee e ae e sneens 5
INSEAIAtION INSTFUCTIONS ...t bbbt 6
ODBtaiNING the SOTIWAIE..........ei i a e e e s reeaeeneenneens 6
INSTAIIING IMIDWNS ...ttt bbbt bbbt e beenbeabeenbeeneenreas 6
ATEEr INSTAIIATION ... ettt nbe e 11
Updating the ZIPCOAES TaDIE ........ccueiieieee ettt sae e nreas 11
Troublesh0ooting IMDWVS ..ot re et e e nreeeeenes 21
UNINSTAIIING IMDWVS ... oottt ettt bbbt e neenreas 21
NOFMEAL PTrOCEAUIES ..ottt bbbttt b bbb bbbt s et n s 21
SamPple Of AN EFTOF IMIESSAQE . .eeveiiieitieiieiie sttt sttt ettt e st naesne e sre et enes 22
Production ISSUE HISTOIY ......icuiiiicic ittt e e e e e ntaeneenneas 22
Potential TroubleShoOtING SEPS......cc.viiiiieiiei e 22
Failover MDWS DEPIOYMENT ......c.eeieiieiieie ettt e e nnaeneennees 23
AULOMALET SOIULION ... et re e b 23
MANUAT SOTUTION ...t bbbttt e 23
Symptoms, Diagnoses, and PosSIDIE SOIULIONS ..........ccviiiiiiiiiiee e 24
Production Operations Manual SECTION ..........cccoiiiiiiiiiiiiee e 25
iv MDWS v2.0 C3-C1 Conversion Project September 2011

Installation Guide (MWVS*2)



Introduction

Medical Domain Web Services (MDWS) (pronounced meadows) is a suite of Service Oriented
Architecture (SOA) middle-tier web services that exposes medical domain functionality, Medical Domain
Objects (MDO). MDWS is equipped with the capacity to virtualize any legacy Veterans Health
Information Systems and Technology Architecture (VistA) Remote Procedure Call (RPC) as a web
service. A web service is an Application Programming Interface (API), which uses Simple Object Access
Protocol (SOAP), the standardized protocol to communicate with subscribed client applications.

History

Historically, the Department of Veteran Affairs (VA) developers use a standard, 2-tier (client/server)
architecture to develop applications, such as the Computerized Patient Record System (CPRS) and the
Remote Procedure Call (RPC) Broker. CPRS communicates to VistA through the RPC Broker.

1. Client - The top tier, or frontend, is the user interface (such as CPRS).

2. Server - The bottom tier, or backend, is the data source (a single VistA system).

MDWS evolved from the field development that Joe Gillon created with MDO at Ann Arbor Veterans
Affairs Medical Center (VAMC). MDO is easier to implement/utilize than the traditional methods of
accessing the VistA Legacy systems (such as the RPC Broker).

e MDO:is a library of data structures with behaviors in the medical domain. It is an improvement over
the Delphi RPC Broker by building in business rules to free other developers from implementing the
same requirements in each application.

e MDO is written in C# .NET.

o MDO is capable of accessing a VistA system, enabling it to communicate directly with any VistA
system and use all the standard local CPRS RPCs.

e MDO is capable of multi-site queries, allowing it to read data from all relevant VistA systems in
parallel in the time it takes to receive data from one system.

The browser-based Electronic Medical Record Graphical User Interface (EMR GUI/VistAWeb (VW)
was developed to demonstrate MDO. VW not only demonstrated MDO, but also featured patient-centric
data rather than geo-centric data. VW became a national Class 1 (C1) application in 2005.

VistAWeb Services (VWS) was developed to take MDO to Java 2 Platform, Enterprise Edition (J2EE),
when it was realized that most clients can consume SOAP web services. Trying to produce J2EE web
services proved painful, error-prone and time consuming. However, writing web services in the top level
domain .NET was simple. VWS became a C#.NET web service exposing a pure Java library. Several web
services were produced under VWS, as development moved toward a new set of web services with a new
MDO written in C#.
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The new service, MDWS, exposes MDO and provides transparent multi-site accessibility, while
enforcing business rules. Although MDWS is not yet certified as C1 software, MDWS received a waiver
from Systems Engineering for the C1 deployment of Suicide Hotline. MDWS will be the catalyst to make
several VA mission critical systems operational in addressing compliance with VA requirements and
White House/DHS mandates.

1.
2.

P w

Healthcare-Associated Infection & Influenza Surveillance System (HAIISS) program tools
Electronic Surveillance System for the Early Notification of Community-based Epidemics
(ESSENCE)

QcPathfinder

Bed Management Solutions (BMS) and other web-based applications

The current object set in MDWS focuses primarily on clinical information. Future development efforts
may include other patient administrative areas, financial areas, etc. Much of the medical data comes from
VistA,

where data domain objects, such as Allergy, Medication, LabResult, etc., are created from the results
of one or more VistA RPCs.

where data comes from a relational source, the objects are created from recordsets.

where data comes from XML sources the objects are created by parsing the Document Object Model
(DOM).

Using MDQ’s data structures and behaviors, MDWS interacts with a variety of data sources. MDWS
queries several VA data sources for clinical data.

1.

ok own

All the VistA systems

Master Patient Index (MPI)

Structured Query Language (SQL)

Extensible Markup Language (XML)

Health Level 7 (HL7)

Some Planning System Support Group (PSSG) sources

MDWS is used by a variety of field-developed products and is a component of several notable C1 efforts
implemented across the Enterprise.

1. Adverse Drug Reaction
http://vhaannscml.v11.med.va.gov/trac/medora/wiki/Clients/ADR

2. Apollo (CPRS Re-engineering (AViVA)
http://trac.medora.va.gov/web/wiki/Projects/Apollo

3. Athena
http://trac.medora.va.gov/web/wiki/Clients/Athena

4. BHIE
http://trac.medora.va.gov/web/wiki/Clients/BHIE

5. Chronic Disease Management
http://trac.medora.va.gov/web/wiki/Clients/ CDM

6. Crisis Center (web service behind Suicide Hotline and Homeless Hotline)
http://medora.sharepoint.med.va.govi/sites/crisiscenter/default.aspx

7. Diversions
http://medora.sharepoint.med.va.gov/sites/diversions/default.aspx

8. Electrophysiology Reporting
Ann Arbor

9. EMERSE
http://trac.medora.va.gov/web/wiki/Clients/ EMERSE
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10.

11.

12.

13.

14.

15.

MOVE

http://www.move.va.gov/Default.asp

MyHealtheVet

http://www.myhealth.va.gov/

Mynapin (used in demonstrations)
http://www.kabotintl.com/products.php?ProdCatIiD=7

National Utilization Management Integration (NUMI)
http://medora.sharepoint.med.va.gov/sites/utilizationmgt/default.aspx
PatientFinder
http://medora.sharepoint.med.va.gov/sites/PatientFinder/default.aspx
Traumatic Brain Injury
http://trac.medora.va.gov/web/wiki/Clients/TBI

Deployment Overview

MDWS requires an application server with 2gb of RAM and with hard drive space as follows:

MDWS Application: 50mb
MDWS Database (if local): 200mb free space after SQL Server 2005 installation
MDWS Database logs (if local), managed by an administrator, at least 300mb+
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Prior to Installation

Requirements

o Windows Server 2003 (compatible with Server 2008 but some manual tweaks are needed)

.NET Framework 3.5

e WSE 3.0 (Web Service Enhancements 3.0)
e SQL Server 2005 or 2008 (optional for non-BSE installations)

There is logging and some geographical data capabilities with an SQL database.

e 1IS6.0

a. 11S should be relatively close to default settings.
b. There should only be one web site.
MDWS is installed in a new virtual directory.
c. Multiple versions of MDWS can co-exist on the same server.

Note: Make sure ASP.NET 2.0 Web Service Extensions are enabled.

._'_Lg File Action YWiew \Window Help

= | A@EXETRRE|2@E(Z > 50

?'J Internet Information Services
-5 YHAANNSCMZ (lacal computer)
&-_J Application Pools
E| _ ) Wb Sites
\ = Default Web Site
: v‘,}‘, rdws1.4, 1

v‘f’ mdws2.0.0

“upd Midws2.0,6

-_J aspnet_client
oGS

g Wirbual Server

: _ ) wweb Service Extensions

| ApolloService. asmx

| AthenaService. asmx

| BaseService, asmx

| EhigService asmx

| CallService, asm:

| ClaimSwe.asmyx

| EmerseService. asmix

| EmrSve, asmz

| FindPatientService, asm:
| MdwsSvi, asmz

| MhwService.asmx

| MumiService. asmx

| Precompiledipp.config
| QuerySve.asmy

| ThiService. asmx

| ToolsService. asmx

| UserMgtService, asmi
| UsertgtSve, asmx

| web.config

t Internet Information Services (IIS) Manager [_ O] | I
Lol
Name | Path | Status |
__bin
_Jresources
_web

Internet Information Services (11S) Manager
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Configuring the MDWS Database

If you are a Broker Security Enhancement (BSE) client or you want the extra feature an SQL database
affords, complete the following steps before installing MDWS.

1. Identify your SQL server and create a MDWS database.
2. Download the SQL scripts that coincide with your MDWS version from:
ftp://downloads.medora.va.gov/mdws/SQL
3. Inthe following order, execute the scripts on your new MDWS database:
a. Session.sql
b. MdwsSessions?.sql
c. MdwsSessionRequests?.sql
4. Create an SQL account with write privileges to your new MDWS database.
5. Specify the account and SQL information when you install MDWS.

September 2011 MDWS v2.0 C3-C1 Conversion Project
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Installation Instructions

Obtaining the Software

1. Use your favorite FTP client to download the MDWS.msi Windows installation file from

ftp://downloads.medora.va.gov/mdws
Username: anonymous
Password: no password

2. Save the installation file to the server with the requirements on page 4.

Installing MDWS

1. To begin the MDWS installation process, double-click the file.
2. On the Welcome to the MDWS Setup Wizard, click Next.

{8 MDWS Setup )

=101x]

Welcome to the MDWS Setup Wizard

The Setup Wizard will inskall MOWS an vour campuker. Click
Mext bo continue or Cancel bo exit the Setup Wizard,

Medical Domain Web Services

Cancel

Back

MDWS Setup Wizard - Welcome

MDWS v2.0 C3-C1 Conversion Project
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3. To agree to the license agreement, select the | accept the terms in the License Agreement check box.
4. Click Next.

{5 MDWS Setup

End-User License Agreement

Plzase read the Following license agreement carefully

Cormrmon Public License Yersion 1.0 il

THE ACCOMPAMYING PROGRAM IS PROYIDED UMDER THE TERMS OF
THIS COMMON PUBLIC LICENSE ("AGREEMENT"). ANY USE,
REPROCLICTION OR DISTRIBUTION OF THE PROGRAM COMSTITUTES
RECIPIEMT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFIMITIONS

"Contritiution" rmeans: Ll

¥ I accept the terms in the License Agreement:

Prink | Back I Mext I Cancel |

MDWS Setup Wizard — End-User License Agreement

5. Leave the default as your installation directory path; you can select your own installation directory

path.
6. Click Next.
Destination Folder
Click Mexk to install to the default Falder or click Change to choose
Install MDWS ta:
IC:'I,Inetput-'l,wwwrnc-t'l,MDWSZ.D.D'I,
Change... |
Back. Cancel
MDWS Setup Wizard - Destination Folder
September 2011 MDWS v2.0 C3-C1 Conversion Project

Installation Guide (MWVS*2)


http://trac.medora.va.gov/web/attachment/wiki/Projects/MDWS/Installation/agreement.jpg�
http://trac.medora.va.gov/web/attachment/wiki/Projects/MDWS/Installation/directory.jpg�

7. To begin the installation of MDWS, click Install.

ol

Ready to install MDWS

Click Install to begin the installation. Click Back to review or change any of wour
installation settings. Click Cancel ba exit the wizard.

Back Cancel |

MDWS Setup Wizard — Ready to Install MDWS
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8. The Administration Console will pop up as the installer completes.
9. Use the Administration Console to configure your installation settings.

e If you are installing MDWS in a sandbox environment, you can use the Check a Vista
Connection tool on the Administration Console to verify the listener is available.

e To permanently save your test system, save the connection parameters in your VhaSites.xml file.

Medical Domain Web Services

MDWS Configuration
O True
® False
O True
® False
©Oinfo

® debug

Production Installation:

Log MDWS Sessions:

MDWS Sessions Log Level:

Check a Vista connection
IP Address:
Port:

Test Vista Connectivity

SQL Configuration

SQL Server Path:

SQL Server Database:

SQL Server Username:
SQL Server Password:

Test SAL Connectivity

Facade Configuration
Facade Name:
Sites File Name:
O True
® False

Version:

Production:

Submit Changes

MDWS Setup Wizard — Administration Console

September 2011 MDWS v2.0 C3-C1 Conversion Project 9
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10. When the installation of MDWS is complete, click Finish.

Browssoe i

Completed the MDWS Setup Wizard

Click. the Finish butkon to exit the Setup ‘Wizard,

Medical Domam Web Services

Back. {Rimish i Cancel

MDWS Setup Wizard — Completed
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After Installation

Updating the ZIPCodes Table

Note: MDWS uses a zip code database from a paid subscription to ZIPCodeDownload.

If Class 1 support needs the subscription, contact the MDWS development team for
the file.

The file may be in an Excel or Access database, if so, alter the following steps to

account for the different file format.

If the zip code data requires updating:

1. Obtain the update for the zip code data file from the source, ZIPCodeDownload at

www.ZIPCodeDownload.com

2. Save the file to a local drive.

&

Query Editor Window.
5. The Query Editor window displays.

In the database tree view, follow the path: Databases>mdws_test>Tables>dbo PSSG.
4. To drop the ZIPCodes table (or delete), select Script Table as, select DROP To, and select New

H

H
H

[ Swstem Databases
[ Database Snapshots
| ] mdws
| | mdws_test
1 Database Diagrams
= [ Tables

[ Swstem Tables
= dbo.Clients

1 dbo.MdwsSessionR equests

= dbo.MdwsSessions

=

=] Mews Table, .,
= Modify

=1|  Open Table

ERRRYEN  Script Table as
# [ 5y

+ | Pro

+ [ Ser
+ | Stao
+ [ 5ec  Rename

H [ Security Delete
+ [ Server Obije
+ [ Replication
+ |1 Managemer

Refresh
Properties

View Dependencies

Bl | KES-YISTA (SQL Server 9.0.1399 - KGS-VISTALL.C)
=l [ Databases

CREATE To

DROP To

SELECT Ta
INSERT To
LPDATE To
DELETE Ta

| dbo.PS

KiES-VISTAIDAY

Marne
[ Colurins
L dKeys
A Constrainks
[ Triggers
[J Indexes
| Statistics

Newy Query Editor Window

Screen capture of a Server database tree
mapping to New Query Editor Window
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[ Benie] v = 35 2% "3 ¢

X | KGS-VISTAmdw..QLQueryl.sql* | Summary

USE [mdvs_test]
GO

1STALLC )

DROP TABLE [dbc] . [ZipCodes]

&

_‘:J Messages

frwatrs Ohject:  Table [dbo].[ZipCodes] Script Date: 04/22/2010 23:52:58 #%*%
IF EXISTS (SELECT # FROM sys.objects
WHERE object_id = OBJECT ID(N' [dbo].[ZipCodes]'| AND type in (N'U'])

Command(s) completed successfully.

Screen capture of an Execute reply to a query

6. In the database tree view, select mdws_test, Tasks, and Import Data...
-"J mdws LXINT AL LI ALT
E ME Mew Database. .
o S T MNew Query
i 3
L Script Database as
[ = Detach...
= [ F
# 3= PRename Take Offline
w3 s Delete
L=
_EI I‘j 7 Refresh Shrink, k
ecurity P b
L rver O roperties Bark Up...
eplication Restare b
Managerment :
Haotification Services Mi'jr':'r--- . S—— |_
S0L Server Agent (Agent ¥Ps disabl  Ship Transaction Lags...
matd (=)
Generate Scripts,.,
Impork Daka. ..
Export Data...
Copy Database, .
Screen capture of a Server database tree
mapping to Import Data...
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7. Open the SQL Server Import and Export Wizard.

a. On the Choose a Data Source window from the Data source drop-down text box, select
Microsoft Access.

i. To locate the File name of the downloaded file, click Browse.
ii. Click Next.

=
B soL Server Import and Export Wizard

Choose a Data Source
Select the zource from which to copy data.

Data source: |& Microzoft Access j

To connect, select a databasze and provide a user name and password. You may need to specify
advanced options.

File name: |ettings\MDWSHemoteUser\Desktop\G eographical. mdb Browse..

User name: |
Pazzword: |
Advanced...
Help < Back | Mext » | | Cancel |

Screen capture of the SQL Server Import and Export Wizard window
Choose a Data Source

September 2011 MDWS v2.0 C3-C1 Conversion Project
Installation Guide (MWVS*2)



b. On the Choose a Destination window from the Destination drop-down text box, select SQL
Native Client.

Confirm that the Server name and Database are appropriate.

In the Authentication section, confirm the Use Windows Authentication radio button is

selected.
Click Next.

B soL server Import and Export Wizard

Choose a Destination
Specify where to copy data ta.

Drestination:

Server name: KGSAISTA

Authentication
* Use Windows Authentication

7 Use 50L Server Authentication

Lzer name: |
Pazzword: |
Database: Refresh Mew...
Help < Back | Mext = | | Cancel |

Screen capture of the SQL Server Import and Export Wizard window

Choose a Destination
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c. On the Specify Table Copy or Query window, select the Copy data from the existing tables or
views in the source database radio button and click Next.

=
B soL Server Import and Export Wizard

Specify Table Copy or Query
Specify whether to copy one or more tables and views or to copy the results of a
query from the data source.

(+ Copy data from one or more tables or views

Usge thiz option to copy all the data from the existing tables or wiews in the source database.

" Write a query to zpecify the data to transfer

Use this option to wite an 501 guery to manipulate or to restrict the zource data for the copy
operatian,

Help < Back | Mt > | | Cancel |
A

Screen capture of the SQL Server Import and Export Wizard window
Specify Table Copy or Query

September 2011 MDWS v2.0 C3-C1 Conversion Project 15
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d. On the Select Source Tables and Views window, select the source table, ZIPCodes check box

and click Next.

F ) s | '1
B soL Server Import and Export Wizard |’._||’E|rg|

Select Source Tables and Views
Chaooze ohe or mare tables and views to copy.

Tables and wiews:

Source | D estination | Mapping
[ PSSE

|— 3 zipeode_results_state_excel”

v & ZIPCodes i [mdws_test][dba] FIPCod... Edit...
[~ B Queryl”

Select Al | Deselect Al | Previem...

- -

Help < Back | Mt > | | Cancel |
A

Screen capture of the SQL Server Import and Export Wizard window

Select Source Tables and Views
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e. On the Save and Execute Package window, select the Execute immediately check box and click

Next.
B soL Server Import and Export Wizard
Save and Execute Package
Indicate whether to zave the 5515 package.
[¥ Execute immediately
Save
[ Save 55IS Package
o)
-
Help < Back | Mest » | Finigh >3 | Canhcel |
Screen capture of the SQL Server Import and Export Wizard window
Save and Execute Package
September 2011 MDWS v2.0 C3-C1 Conversion Project 17
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f.

On the Complete the Wizard window, review the source/target tables and click Finish.

B soL server Import and Export Wizard E@@
Complete the Wizard

Werify the choices made in the wizard and click. Finish.

Chick Finigh to perform the following actions:

+  Copy rows from ZIPCodes” to [mdws_test] [dbo]. [ZIPCodes]
The news target table will be created.

+  The package wil not be saved.
+  The package will be run immediately.

Help < Back | | Eirigh | Cancel | 4

Screen capture of the SQL Server Import and Export Wizard window

Complete the Wizard

18
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g. With successful transfer, @ Success displays, all steps <] complete.
Click Close.

=
B soL server Import and Export Wizard

The execution was successful

12 Total 0 Error

@ Success 12 Success 0 ‘warning

Deetails:
| Aiction Status Meszage

@ Initializing O ata Flow Tagk Success

@ Initializing Cannections Success

@ Setting SOL Command Sucoess

@ Setting Source Connection Success

@ Setting Destination Connection Success

@ Waldating Success

@ Frepare for Execute Success

@ Pre-ewecute Success

@ Executing Success

(i) Copying to [mdws_test] [dba] [ZIPCodes] Success 79955 rows ransfe. .
@ Post-execute Success

@ Cleanup Success

Fiker | Beport w |
Close
A

Screen capture of the SQL Server Import and Export Wizard window
The execution was successful
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h.

In the database tree view, verify the dbo.ZIPCodes table displays with data.

Table - dbo.ZIPCodes | Summary

| ZIPCode ZIPTyps Cityhame CityType CountyHame CountyFIPS
5TA (50L Server 9.0.1399 - KGS-VISTA.C ) 71291 s West Monrae D uachita 22073
alfstop] 7129 5 Bawcomvile N Suathita 22073
System Daktabases 71292 5 Brownsvills N Ouachita 22073
Databass Snapshots
ndws 71292 5 Cheniers M Ouachita 22073
mdus_test 71792 s Lapine K Ouathita 28073
(3 Database Diagrams 71292 s Luna H Quachita 22073
[ Tables
& [ System Tables T1z92 s Olinkraft K Ouathita 22073
@ 21 dbo.Clients 71292 s Siegle H Cuachita 22073
® [ doo.MdwsSessionRequests 71292 5 WestMonroe D Ouachita 2207
# = dbo.MdwsSessions
5 71 dbo.PssG 71734 P West Monroe D Ouathita 22073
# [ dbo.Session 71295 5 Bushes M Frankin 22041
® 0 dbo.vistor 71295 5 Liddievile i Frankin 22041
3 Views 71295 3 SWEMPErs N Franklin 22041
(3 Synonyms 71298 s Winnsbora D Franklin 2041
L3 Programmabity: 1301 ale i Rapids 073

Screen capture of a Server database tree

Table — dbo.ZIPCodes tab

20
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Troubleshooting MDWS
Uninstalling MDWS

Click Start.

Select Control Panel.

Double-click Add or Remove Programs.
Select MDWS.

Click Remove.

okrwbdPE

B Add or Remove Programs =10l
Currently installed programs: [~ Show updates Sort by: IName -

=

-

KDiff3 (remove only) Size  15.68MB
.7 K-Lite Codec Pack 4.9.0 (Full) Size  27.47MB

ﬁ’ Lexmark Printer Software Uninstall Size 1.04MB

@ McAfee Yirusscan Enterprise Size  73.26MB

& MDWS

uter, click Remove.

et Microsoft \MET Compact Framework 1.0 SP3 Developer Size 9.87ME
et Microsoft MET Compact Framewark 2.0 SP2 Size 93.22MB
gt Microsoft \MET Compact Framework 3.5 Size  B1.52MB

#3 Microsoft JHET Framework 1.1

ﬁl Microsoft \MET Framework 2.0 Service Pack 2 Size  164.00MB
ﬁ! Microsoft JMET Framework 3.0 Service Pack 2 Size  178,00MB
ﬁ’ Microsoft \MET Framework 3.5 SP1 Size  29.29MB
LE“. Microsoft \MET Framewark 4 Client Profile Size  152.00MB

5 Microsoft MET Framework 4 Extended Size  46.04ME

ﬁ’ Microsoft \MET Framework 4 Mulki-Targeting Pack. Size  B3.46MB

Control Panel>Add or Remove Programs

Normal Procedures

In general, to troubleshoot any problem, check the following sources:

1. Browse to the local web services and make sure the Web Service Definition Language (WSDL)
displays.

2. Run the connection test page.
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Sample of an Error Message

from MDWS to a requesting client application

<?xml version="1.0" encoding="utf-8" ?>

- <TaggedlnpatientStayArray xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmIns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmIns="http://mdws.medora.va.gov/EmrSvc'>

- <fault>
<type />
<message>There are no open connections</message>
<stackTrace />
<suggestion />
</fault>
<count>0</count>
</TaggedlnpatientStayArray>

Production Issue History

MDWS has never had a production problem. MDWS shared an application pool at the C3 level with
VistAWeb. Problems with the VistAWeb application caused a brief loss of connectivity for MDWS
clients, until 1S was restarted.

Future productions issues are to be added to this document in the following table.

Date Cause Resolution

Potential Troubleshooting Steps

1. In IS, recycle the application pool in which MDWS resides.
2. Restart I1S.
3. Look for server events or server changes (anti-virus, group policies, etc.).
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Failover MDWS Deployment

The client application(s) are responsible for pointing to a failover MDWS deployment and is not directly
related to restoring a failed MDWS instance. The client can accomplish the failover in two ways:
automated and manual.

Automated Solution

The automated solution is more complex from a software development standpoint, but has the advantage
of being a near instantaneous resolution to a primary MDWS failure.

In an automated failover environment, when the primary endpoint no longer responds to requests, the

client application switches from the primary well known MDWS endpoint to a well known backup or

failover MDWS endpoint.

e It is imperative the client application support team is made aware a switch was made to a backup
service.

e The client application developer must architect this notification into their software.

Manual Solution

In a manual failover environment, when the primary well known MDWS endpoint becomes unavailable,

the client application developer must manually modify their code or configuration files.

e The client application support team can be made aware of the failure automatically by including code
that notifies the necessary personnel when the primary MDWS instance becomes unavailable.

e The client application support team usually settles on the simplest solution, which is to wait for users
to report the failure. Then the support team begins troubleshooting, determines the failure is MDWS
related, and points the client application to a well-known failover endpoint.
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Symptoms, Diagnoses, and Possible Solutions

1.

Symptom

' MDWS WSDL not viewable locally
http://localhost/mdws/CallService.asmx

' 404 Page Not Found

Diagnoses and Solutions
I1S Default web site configuration likely incorrect

Symptom

‘This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom
\This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom

‘This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom
\This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom
\This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom

‘This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions

Symptom
\This room left blank intentionally for future

solutions

Diagnoses and Solutions
This room left blank intentionally for future solutions
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Production Operations Manual Section

Per Enterprise Testing Services feedback, there is enough overlap between the POM and the Installation
Guide that the questions can be combined into the Installation Guide. Questions posed by ETS with input
from the Class 1 and Class 3 development teams follows.

1. Present physical and logical system descriptions
MDWS is employing a distributed approach and each site has its own unigque hardware.

2. Address vendor, version and license information (if applicable) associated with COTS (zip
code) components
The licensing aspect is N/A. The current method of obtaining the COTS zip code file via subscription
service will continue to be controlled through Ann Arbor and Joel Mewton when MDWS goes Class
1.

3. Address procedures for monitoring daily process flows and threshold encroachments (if
applicable)
A web service is a web application, so every transaction is recorded in the 1S log. MDWS does not
have details like user or patient IDs or type of data fetched, but for daily workload, it will be
sufficient.

4. Address any scheduled maintenance activities (if applicable)
N/A
There are no scheduled maintenance activities. Backups are done.

5. Address exception handling and escalation procedures (if applicable)
The error messages are designed to be understood by Development staff. There is no need for error
messages that can be read by end-users or Tier 1/2 support staff. If Development staff at any of the
sites has questions, they will contact Joel Mewton in Ann Arbor.
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