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Introduction

The main purpose of the VistA Blood Establishment Computer Software (VBECS) is to automate the
daily processing of blood inventory and patient transfusions in a hospital transfusion service.

233 . . . . . .
L1 Unauthorized access or misuse of this system and/or its data is a federal crime. Use of all data must

be in accordance with VA security and privacy policies.

35
1 1 Do not change the system! The U.S. Food and Drug Administration classifies this software as a

medical device. Unauthorized modifications will render this device an adulterated medical device under
Section 501 of the Medical Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring
and implementing this software through the Freedom of Information Act require the implementer to
assume total responsibility for the software and become a registered manufacturer of a medical device,
subject to FDA regulations. Adding to or updating VBECS software without permission is prohibited.

35
1 1 Changes to the system configuration must be documented with screen captures and kept with the

installation record.

Related Manuals and Reference Materials

e Health Level Seven Implementation Support Guide for HL7 Standard Version 2.3.1, Message &
Interface Services (M&IS), VHA Ol - Health Systems Design & Development Web site (°1999).

e Kernel Systems Manual Version 8.0, Chapter 1: Sign-On Security/User Interface, pp. 13-20.

e “Locking Down Windows Server 2003 Terminal Server Sessions,” Microsoft Web site (October 29,
2003).

¢ National Software Package Distribution, SOP 196-5.

e Release of Patches, SOP 196-8.

e VBECS Application Interfacing Support Software Installation and User Configuration Guide.

o VistA Blood Establishment Computer Software (VBECS) Installation Guide.

o VistA Blood Establishment Computer Software (VBECS) User Guide.

o VistALink Version 1.0 Developer-System Manager Manual, Chapter 6: Security Management, pp. 34—

35.
e  Windows Server 2003 Security Guide 2.1, Microsoft Corporation (May 8, 2006).
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How This Technical Manual-Security Guide Is
Organized

Outlined text is used throughout the guide to highlight warnings, limitations, and cautions:

235 . o .
L I Warnings, limitations, cautions

Terms

For consistency and space considerations, the pronouns “he,” “him,” and “his” are used as pronouns of
indeterminate gender equally applicable to males and females.

In many instances, a user may scan a barcode or enter data manually (by typing). The term “enter” is used
throughout this guide to mean “enter manually.”

See the Glossary for definitions of other terms and acronyms used in this guide.

Figures and Tables

If you refer to figures and tables from the technical manual-security guide in your local policy and
procedure documents, you may wish to use their titles only, without figure or table numbers: as the
technical manual-security guide is updated, those numbers may change.

Screen Shots

Because VBECS is a medical device, screen shots must be captured at various points throughout the
technical manual-security guide to meet FDA requirements for objective evidence and documentation. A

% (camera) at the beginning of each step that requires a screen capture will identify these points. For
more information, see Appendix A: Instructions for Capturing Screen Shots.

Appendices
The appendices contain truth tables and other materials for reference.

While pressing the Ctrl button, left click on a section name or page number in the table of contents to
move to that section or page. The index does not incorporate this feature.
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Remote Desktop Configuration

Configure the screen resolution, sound, and connection speed, and create a Remote Desktop Connection
shortcut on each VBECS workstation.

Screen Resolution
To set the screen resolution:

1) Double click % (the Remote Desktop Connection icon).

2) Click Options (Figure 1).
Figure 1: Remote Desktop Connec

tion Options

4 Remote Desktop Connection

Comptter: ||

I Connect H Cancel ”

Help l l QOptions == ]

3) Click the General tab (Figur

4) Enter the VBECS server cluster name or cluster IP address in the Computer field. Enter
VHAMASTER in the Domain field. Do not enter a user name or password.

e2).

Figure 2: General Tab: Computer and Domain

%2 Remote Desktop Connection

SEIES

Q) -
General | Diigplay || Local Rezources || Frograms || Experience|
Logan settings
Type the name of the computer, or choose a computer from
— the drop-dowr list.
Computer: |VBECSSewerN arne| v |
Uszer name: | |
Pazzword: | |
Domain: |VHAMA5T ER |
[ 5ave my pazzword
Connection settings
D Save curment gettings, or open saved connection.
[ Save Az ] [ Open... ]
[ Connect l [ Cancel ] [ Help ] [ Options << ]
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5) Click the Display tab (Figure 3).
6) Click, hold, and slide the pointer to a screen resolution of 1024 by 768 pixels.

Figure 3: Display Tab

%2 Remote Desktop Connection

Desktop
ction

| Generall Dizplay | Local Resources || Programsz || EHperience|

Bemote desktop size
E[ Chooze the size of pour remote desktop, Drag the zlider all the
== wayto the right to go fullzcreen.

Less —37 tore

1024 by 7ES pinel:
LColors
| High Coler (16 bi] v
N .

Mate: Settings on the remote computer might override this zetting.

Dizplay the connection bar when in full screen mode

[ Connect J[ Cancel ” Help H Optionz <<
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Sound

To enable sound:

1) Click the Local Resources tab (Figure 4).
2) Select Bring to this computer from the Remote computer sound drop-down list.

35
L 1 Failure to properly configure the sound disables audible alerts throughout VBECS.

Figure 4: Computer Sound

%2 Remote Desktop Connection |Z||:|'z|

General | Display | Local Resources |PnglaITIS || Ewperience

Remote computer sound

-
E@)E Bring to this computer
ES

Bring ko this computer
Keyboard Do not play

Leave at remote computer
@ [for example ALT+TAR)

| In full goreen mode only w

Local devices

Connect automatically to these local devices when logged on
ﬁ ta the remote computer:

[ Disk drives
[ Printers
[ 5erial ports
I Connect l [ Cancel l [ Help ] [ Optiong <<
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Connection Speed
To set the connection speed:

1) Click the Experience tab (Figure 5).
2) Select LAN (10 Mbps or higher) from the Choose your connection speed to optimize

performance drop-down list.

Figure 5: Connection Speed

=JoEd

‘Q Remote Desktop Connection

| General | Display | Local Resources || Programs | Experience

Performance
@ Choose your connection speed to optimize performance.

LAN (10 Mbps or higher) vl

Modem (28.8 Kbps)

Modem (56 Kbps)

Broadband (128 Kbps - 1.5 Mbps)
LAN (10 Mbps or higher}

Custom
 — =g

Menu and window animation

Themes
Bitmap caching

Connect ][ Cancel ] [ Help ] [ Options <<
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Save Settings
To save the settings:

1) Click the General tab (Figure 6).
2) Click Save As.

Figure 6: General Tab: Save

“2 Remote Desktop Connection

Desktop
ction
General | Display | Local Resawces | Pragrams | Experience |
Logon zettings
Type the name_nf the computer, ar choose a computer fram
— the drop-down list.
Computer: |\-"BEESSewerName| V|
zer name: | |
Pazzword: | |
Damair |VHAMASTEH |
[ 5ave my password
Connection settings
D Save cument settings, of open saved connection.
’ Save fz.. ] [ Open... ]
[ Connect J [ Cancel l [ Help ] [ Optionz << ]
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Create a Remote Desktop Connection Shortcut for VBECS

1) To create a Remote Desktop Connection shortcut for VBECS (Figure 7), save the file as
VBECS.rdp in the All Users, Desktop folder.

Figure 7: Remote Desktop Connection Shortcut for VBECS

Save As @

Save jn: |Lﬂ Desktop v| QT = E

-

Recent

-

Desktop

Wy Documents

9

by Computer

s

File name: |VBEESIICI|:| V| I Save l

My Network, Save as bype: | Remote Deskiop Files [*RDF] w | [ Cancel l

2) Double click the shortcut to launch the remote desktop connection to VBECS.
3) The Windows start-up sound confirms that the sound functions.
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Server Hardware and System Configuration

The VBECS application requires that hardware and system software serve five users in a standard
configuration and up to 25 users in an integrated Veterans Integrated Service Network (VISN)
environment.

The System Schematic diagram (Figure 14) describes the major system components: a Windows 2003
Server system (the execution environment for the VBECS application) and Windows XP workstations,
with which the user will access the VBECS application using Windows Terminal Services [Remote
Desktop Protocol (RDP)]. The VBECS server will also communicate with and exchange information with
VistA applications through messages formatted using Extensible Markup Language (XML) and Health
Level Seven (HL7) over Transmission Control Protocol/Internet Protocol (TCP/IP) networking.

Server and Shared Array discs

Server Disc Configuration

Each VBECS server has two discs in a RAID 1 (mirroring) configuration (Figure 8). This means
that if one disc fails, the server will continue to run normally.

Figure 8: Server discs

Shared Array Configuration

The shared disk array consists of nine disks (Figure 9).
e The first four discs are used to store VBECS specific data. These are configured as RAID
5.
e The fifth disc is a hot spare. It can be used if one of the other discs fails. Note that the
LED on it will be off.
e Discs 6 and 7 are for log storage. These are configured as RAID 1.
e Discs 8 and 9 are for cluster support. These are configured as RAID 1.
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Figure 9: Shared array

Controller 1

Comtroller 2

Disks

Replacing a disc

All discs in the system, both server and array, are hot swappable. This means that if a disc
should fail, it can be replaced without powering down the system or disrupting users. Simply
remove the failing disc and replace it with a new one. It will take a couple of minutes to rebuild.
For more information on monitoring and viewing disk health, please see the HP Array
Diagnostic Utility section.

Printers

Laser Printer

A laser printer capable of printing 8.5" x 11" sheets may be used. Set it up as described in VistA Blood
Establishment Computer Software (VBECS) Installation Guide.

Label Printer

VBECS is configured to work only with Zebra printers: VBECS uses Zebra printing language to
communicate with the printer. Other requirements:

e Ethernet connectivity: the label printer must have an Ethernet card.
e  Must print on 4" x 4" label stock
e Must print at 300DPI

Prior to configuring the label printer, load the ribbon and label stock and ensure that the printer is on. If
the printer does not display PRINTER READY, there is a problem that must be resolved before
proceeding. Refer to the Zebra user guide or printer CD for more information.

Set the IP Address on the Printer

1) Press SETUP/EXIT to access the configuration menus.

2) Press + or —to scroll through the configuration menu option. Stop when IP PROTOCOL is
displayed and press SELECT. If there is a prompt for a password, press — to change positions and
+ to change numbers. Enter 1234. Press SELECT.

3) Press + to select PERMANENT. Press SELECT. The IP address is configured to be static.
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4) Press + to navigate to the IP ADDRESS menu option. Press SELECT.

5) Press + or —to change numbers (as in Step 2) to enter the IP address specified in the Configuration
Checklist. Press SELECT.

6) Press SETUP/EXIT to save the new configuration. PERMANENT is displayed. Press
SETUP/EXIT to save the changes.

Test the Printer

To print a label, press and hold the Network Configuration button (on the back of the printer just above
the Ethernet socket) until the DATA LED on the front of the printer blinks. Retain the test label for
validation records. If the printer configuration on the label print is blank or faint or it is printing off
center, adjust the settings.

Adjust Label Darkness
If the printer configuration on the label print is blank or faint, adjust the darkness:

1) Press SETUP/EXIT. Press + or — until DARKNESS is displayed. Press SELECT.

2) Press + to adjust the darkness to a higher number. Press SELECT. Move up in small increments:
setting the printer to a setting that is too dark may compromise the quality of the labels.

3) Repeat these steps to retest the printer.

4) If parts of the label are cut off, adjust the X and Y offsets.

5) Press SETUP/EXIT twice to permanently change the setting.

Adjust Label Offsets
If the printer is printing off center, adjust the X and Y offsets:

1) Press SETUP/EXIT. Press + or — until LABEL TOP (if vertical alignment is not correct) or LEFT
POSITION (if horizontal alignment is not correct) is displayed. Press SELECT.

2) Press + or —to adjust the alignment to a higher number. Press + in the LABEL TOP menu to move
the printing down on the label. Press + in the LEFT POSITION menu to move the printing to the
right on the label.

3) Press SELECT. Adjust in small increments until the label is centered on the label stock.

4) Press SETUP/EXIT twice to permanently change the setting.

Scanners

Scanners used with VBECS must be able to scan Codabar, ISBT 128, and PDF-417 barcodes. To
configure a scanner:

1) Connect the scanner to the workstation.
2) To configure a Hand Held 4600 barcode scanner, scan the barcode in Figure 10. Repeat for all
scanners.

Figure 10: Configure a Barcode Scanner
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3) To test the scanner, open Notepad. Print and scan the barcodes in Figure 11, Figure 12, and Figure
13. The Codabar and ISBT barcodes must scan as “~123456789”’; the PDF 417 must scan as
“~Testing.”

4) Save and print the Notepad file for validation records.

Figure 11: Codabar
12: 8

Figure 12: ISBT 12

Figure 13: PDF 417

T
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Figure 14: System Schematic
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Server Configuration

2
g The U.S. Food and Drug Administration classifies this software as a medical device. Unauthorized
modifications will render this device an adulterated medical device under Section 501 of the Medical
Device Amendments to the Federal Food, Drug, and Cosmetic Act. Acquiring and implementing this
software through the Freedom of Information Act require the implementer to assume total responsibility
for the software and become a registered manufacturer of a medical device, subject to FDA regulations.

Table 1: Server Configuration

Hardware Clustered Database Server (two identical systems)

Multiple processors (2—4 processors) Pentium 4 Xeon 2.0 GHz processors (or greater)

Processor with 512kb level 1 cache

Memory 2-gigabyte (or greater) main storage (RAM)

Shared Storage Controller Unit. Disk configuration: 8 hot swappable SCSI hard drives
(minimum 10,000 RPM) The system drives require 18 gigabytes (or greater) storage
capacity. The application data drives require 36 gigabytes; log volume and historical
data drives require 72 gigabytes (or greater) storage capacity.

Storage

Microsoft Windows 2003 Server Enterprise with Microsoft Clustering Services

Operating System providing failover data-device sharing

Network Controller Multiple 10/100 network cards configured to provide fallback in event of failure.

Primary and secondary (redundant) power supply to server chassis and an

Power Supply uninterruptible power source (UPS)

Backup Internal tape backup with software

This configuration is designed to promote 24/7 availability and use of the application. A clustered
database server configuration will provide near immediate failover if one node of the server fails.
Multiple processors will provide for more efficient processing of database access requests and operating
system processes.

Dual power supply and UPS will ensure that the machine will not lose operating power. The disk storage
configuration will allow the server disks to be shadowed: if a main disk fails, the shadow disk will
automatically continue system operation until the primary disk is replaced. Hot swappable disk drives can
be replaced without shutting down the server. Internal tape backup on the application data disk will allow
an image of the application data to be restored to another machine if the server is damaged.

Required Hardware
Table 2: Required Hardware

Hardware Description
Zebra Printer Zebra printer capable of producing barcoded labels (network capable)
Barcode Scanner Symbol Model LS4006i barcode scanner for each workstation

Laser printer or comparable with sufficient speed to handle high-volume reports
(network capable)

Report Printer
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Workstation Configuration
Table 3: Workstation Configuration

Hardware Description

Processor Suitable for Windows XP

Memory 256 megabytes (or greater) main storage (RAM)

Monitor 17" monitor or greater

Video Video card capable of displaying minimum of 16-bit color at 800 x 600 resolution

Disk Storage

9 gigabytes (minimum)

Operating System

Microsoft Windows XP Professional with Microsoft Terminal Services Client

Network Controller

10/100 network card

Input Devices

U.S. 101-key 