VistaWeb Security
Login
The first thing the user must do is log onto a VistA system.  This requires a valid access/verify code pair.  The user must also have CPRS permission, i.e., must have a menu option with OR CPRS GUI CHART context.  If either the login or the CPRS permission fails VistaWeb will proceed no further.

Special Users
After authenticating and partially authorizing at a VistA system, VistaWeb checks to see if the user is in its table of special users.  A special user is someone who has been granted the permission to select patients from VistAs other than the one at which the user logged in.  A special user may have the ability to select patients at other individual VistA sites, or perhaps an entire VISN, or some combination of sites and VISNs.  National users may select patients from any site.  If the user is not in the special users table, patients can only be selected from the local, or logged in site.
Patient Selection and Visitor Accounts
The first thing VistaWeb does after the user selects a patient is get a list of the other sites at which the patient has been seen.  It then connects to each of these sites and authenticates as a visitor.  This is accomplished via the same visitor accounts that Remote Data Views uses.  These are accounts in the New Person File (NPF) just like any other except they have no access or verify codes.  Thus, no one may log directly onto such an account.  They may only be accessed via programs like RDV or VistaWeb, and only after those programs have a CPRS-enabled logged-in user.  This makes these accounts very secure.  Each visitor account contains the user’s name, SSN, home site DUZ, home site station number and home site name.  There are also timestamps for creation date and date of last access.  Because they are NPF accounts they show up in all the ordinary VistA logs and audit trails.
VistaWeb performs the same operations as CPRS upon patient selection, only more so.  Where CPRS checks only the local site for patient sensitivity, VistaWeb checks all the sites at which the patient has been seen.  If the patient has been marked sensitive in any site, VistaWeb shows the user the same warning message that CPRS shows.  If the user proceeds past this warning, patient sensitivity bulletins are issued to each site.  CPRS only issues bulletins to the local site.  These bulletins produce records in the ISO’s VistA audit trail.

The Data
With the visitor accounts a CPRS-enabled VistaWeb user at any site can get patient data from any site, in the same time it would take to get the data locally, which vastly improves the quality and efficiency of patient care.  VistaWeb is read-only and the data is fetched using the very same data requests that CPRS uses.

Timeout
VistaWeb follows the same timeout rules as CPRS.  After 20 minutes, a pop-up window warns the user that VistaWeb will timeout in 2 minutes, and a countdown is displayed.  If the user does not choose to keep VistaWeb open, it will timeout when the 2 minute countdown expires, close all session variables and display a timed-out page.

Temporary Internet Files
Any VistaWeb page that would otherwise leave patient identifiers or patient data in the Temporary Internet Files folder has had its cache shut off to prevent same.

The Server
VistaWeb is hosted on a standard Windows 2000 Server.  All the mandated VA security rules are adhered to.  Updates are maintained, McAfee is kept current and running.  A backup of the special user table is performed daily.  VistaWeb is a C# ASP.NET application, so the server runs the .NET Framework.  The special user table is in an SQL Server database.
