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vistaWen Home Page

‘Welcome to VistaWeb, a suite of web-based services that provides enterprise-wide acoess to Vista information.

First, you rust pick a Vista site at which you have access/verify codes. Then you will log onto that site, but that is just for user authentication. After that, you may look up patients from,
any site in the enterprise and the data you request will come from every site in the enterprise.

The Current Enterprise Sites Are

Battle Creek
Daniille
Northern Indiana
Saginaw

Please pick one and click the Login button.

Logi

‘WistaWeb is a product of VAMC Ann Arbor. To contact the author: Joe Gillon

‘The enterprise ability of VistaWeb is provided by an array of REC brokers. For further explanation, click here.
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The login page – ISO picks site, clicks Login button.
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vistaWes

DEPARTHENT OF VETERANS LFFAIRS

v VHARLL, NN RREOR VA HEALTH SYSTEH
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UNAUTHORIZED ACCESS, INCLUDING

USE OF ACCESS CODES OTHER THAN YOUR OWN, OR

MISUSE OF THIS SYSTEM AND/OR ITS DATA IS A

FEDERAL FELONY VARRANTING FEI INVESTIGATION.
>>> Production Account <<<

USER HELP TO INCLUDE NETVORK ACCESS PROBLENS:  Contact your service ADPAC or the Information Systems Help Desk
hours 7:00am - 4:30pm, Mon-Fri:

(x5476) Help Desk
for EMERGENCY repairs after 4:30pm, please call the ROD at x5274.

W NUNEER! ®%+ DHCP ACCESS/VERIFY, TELEPHONE PINS:
Contact the Help Desk at xHELP (4357) 7:00am-4:30pm, Hon-Fri.
INTERNET/ INTRANET SITE

Bttp://UUW. ANN-ARBOR. HED . VA. GOV Bttp://VAUY. ANN-ARBOR. MED. VA. GOV

|SYSTEN BACKUP SCHEDULE:

Verify Code:

Access Code: [
_Coneet |
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ISO enters access and verify codes.
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‘Welcome GILLON,JOSEPH H, IS0 at ANN-ARBORMED.VA.GOV.

@ LocalUsers  © This Month
© Remote Users " Last Month

© Al Users
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This is the query page.  I’ve picked Local Users for the current month.  Hmm, I should put a name search on this too.  That would be nice.
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vistaWes 1S0 Log

‘Welcome GILLON,JOSEPH H, IS0 at ANN-ARBORMED.VA.GOV.

@ LocalUsers @ This Month Submi

© Remote Users " Last Month

From: To:

¥ sensitive Only

© Al Users

10000000021 MORNINGSTAR,TODD 506 /vistaweb/toolsPage.aspx 515 7282 b TR HUR 2 e RO
10000000021 MORNINGSTAR,TODD 506 /vistaweb/Notes.aspx 506 72825 b TG HUR 2 S A
10000000021 MORNINGSTAR,TODD 506 /vistaweb/Notes.aspx 515 7282 b TR HUR 2 oY
10000000021 MORNINGSTAR,TODD 506 /vistaweb/Showlote.aspx 515 72825 b TG HUR 2 TIU GET RECORD TEXT |
10000000021 MORNINGSTAR,TODD 506 /vistaweb/Notes.aspx 506 7282 b TR HUR 2 oY

813/2004 TH0Z1E 1000000021 MORNINGSTAR,TODD 5o vistamwe/Notes.asp 515 72825 b TG HUR 2 S A

Sﬁ/ 20042444553 | 0000003219 HUERTA,JOYCE MD 506 JvistawebftoolsPage.aspx 515 44242 PASCHAL,REX EDWARD 2 e RO

S{,;/ 2004245338 | 00003219 HUERTA,JOYCE MD co6  fvistaweb/ActiveMeds.aspx 506 44242 PASCHAL,REX EDWARD 2 ORWORR AGET

S{,;/ 2004245338 | 00003219 HUERTA,JOYCE MD 506 [vistaweb/ActiveMeds.aspx 506 44242 PASCHAL,REX EDWARD 2 ORWORR GET4LST

S{,;/ 2004214549 5000003219 HUERTA,JOYCE MD co6  fvistaweb/ActiveMeds.aspx 515 44242 PASCHAL,REX EDWARD 2 ORWORR AGET

S{,;/ 2004234549 5000003219 HUERTA,JOYCE MD 506 [vistaweb/ActiveMeds.aspx 515 44242 PASCHAL,REX EDWARD 2 ORWORR GET4LST

Sﬁ/ 200430650 s4ocun13q  VADENKARENRVT 506 JvistawebftoolsPags.aspx 515 goges R IOND,ALONEOLOWELL e

S{,;/ 200439654 Jeocarigg  VADEN,KARENRVT 506 [vistaweb/ImagingRpts.aspx 506 goges SR OND,ALONZOLOWELL ORWRA IMAGING EXAMS1

S{,;/ 200439654 Jeocariag  VADENKARENRVT 506 fvistaweb/ImagingRpts.aspx 515 goges R IOND,ALONEOLOWELL ORWRA IMAGING EXAMS1

S{,;/ 2004 33 362547134 VADEN,KAREN RVT 506 fvistaweb/ShowImgRptaspx 515 goges SR OND,ALONZOLOWELL ORWRP REFORT TEXT

6/112004 :07: . S P PP ROSEMOND.ALONZO LOWELL -
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As you can see, this shows the timestamp, which can be correlated with the Vista log if desired, the name of the user, the user’s site, the patient’s name, the patient’s sensitivity level (mostly the only one anyone cares about is 2) and finally the exact RPCs that VistaWeb issued.  This shot shows all the sensitive requests made by users at my site to any site in the VISN.
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vistaWen

150 Log

‘Welcome GILLON,JOSEPH H, IS0 at ANN-ARBORMED.VA.GOV.

© Local Users
@ Remote Users

© Al Users

@ This Month
© Last Month

From: To:

_subm |

¥ sensitive Only

T T T T

Name |
13399 MURPHY ROBERT R 2
13399 MURPHY ROBERTR 2
57376 LAWRENCE,DAVIDSCOTT 2
57376 LAWRENCE,DAVIDSCOTT 2
41628 NICKERSON,TROY ALAN 2
41628 NICKERSON,TROY ALAN 2
41628 NICKERSON,TROY ALAN 2
41628 NICKERSON,TROY ALAN 2
41628 NICKERSON,TROY ALAN 2
41370 OTTINGER GERALD LYNN 2
41370 OTTINGER GERALD LYNN 2
2100 CHOICE,BENNIE LEE
2100 CHOICE,BENNIE LEE
2100 CHOICE,BENNIE LEE
2100 CHOICE,BENNIE LEE

6/1/2004 7:26:18 AM 149004236 VILLARIMO,DONNAF 515 /vistaweb/toolsPageaspx 5o

6/1/2004 7:268:58 AM 149004236 VILLARIMO,DONNAF 515 /vistaweb/Notes.aspx 506
6/1/2004 B:44:18 AM 1323 HOULE,BRIAN 655 [vistawebftoolsPageaspx  5ob
6/1/2004 1AM 1323 HOULE,BRIAN 655 [vistaweb/Pcplookupaspx 56
6/1/2004 9:3B:03 AM 148345842 SZYMANSKIKENDRAS 515 /vistaweb/toolsPageaspx 506
6/1/2004 7AM 148345842 SZYMANSKIKENDRAS 515 (/vistaweb/Notes.aspx 506
6/1/2004 9:38:24 AM 148345842 SZYMANSKIKENDRAS 515 /vistaweb/ShowNote.aspx 506
6/1/2004 148345842 SZYMANSKLKENDRAS 515 /vistaweb/ProxRpts.aspx 506
6/1/2004 148345842 SZYMANSKILKENDRAS 515 /vistaweb/ShowProcRpt.aspx 506
6/1/2004 11 145004316 DIAZ,IRENEO ¥ IR 515 [vistawebftoolsPageaspx  5ob
6/1/2004 11 145004316 DIAZ,IRENEO ¥ IR 515 [vistaweb/Notes.aspx 506
6/1/2004 11: 2216 HASEGAWAHISANORI 655  /vistawebftoolsPageaspx  5o6
6/1/2004 11 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 11:05:54 AM 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 11:06:00 AM 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 11:06:00 AM 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 11:07:05 AM 2216 HASEGAWAHISANORI 655  /vistaweb/Problems.aspx 5o
6/1/2004 11:07:15 AM 2216 HASEGAWAHISANORT 655 /vistaweb/Vitals.aspx 506
6/1/2004 11:07:37 AM 2216 HASEGAWAHISANORI 655 /vistaweb/Notes.aspx 506
6/1/2004 11:07:52 AM 2216 HASEGAWAHISANORI 655 /vistaweb/ProxRptsaspx  5oé
6/1/2004 11:07:57 AM 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 11 2216 HASEGAWAHISANORT 655 /vistaweb/Labs.aspx 506
6/1/2004 149001957 WATTERSON,CHERYL] 515 /vistaweb/toolsPage.aspx 506
6/1/2004 145001957 WATTERSON,CHERYL] 515 /vistaweb/Appointments.aspx 506
6/1/2004 2: 145002005 WHITTAKER KATHERYN D 515 /vistaweb/toolsPage.aspx 506
6/1/2004 149002005 WHITTAKER KATHERYN D 515 /vistaweb,/Notes.aspx 506
6/1/2004 311:14PM 149002497 CAMPRELLMARGARETJ 515 /vistaweb/toolsPageaspx 506
6/1/2004 SPM 149002497 CAMPRELLMARGARETJ 515 /vistaweb/Appointments.aspx 506
6{1/2004 311:53PM 149002497 CAMPRELLMARGARETI 515 fvistaweb/Appointments.aspx 506

2100
2100
2100
2100
2100
2100
2100

CHOICE,BENNIE LEE
CHOICE,BENNIE LEE
CHOICE,BENNIE LEE
CHOICE,BENNIE LEE
CHOICE,BENNIE LEE
CHOICE,BENNIE LEE
CHOICE,BENNIE LEE

94170 HOLMES,EDWARD C
94170 HOLMES,EDWARD C
41370 OTTINGER GERALD LYNN 2
41370 OTTINGER GERALD LYNN 2
94170 HOLMES,EDWARD C
94170 HOLMES,EDWARD C
94170 HOLMES,EDWARD C

2
2
2

DG SENSITIVE RECORD BULLETIN|
TIU DOCUMENTS BY CONTEXT

DG SENSITIVE RECORD BULLETIN
ORWPT1 PRCARE

DG SENSITIVE RECORD BULLETIN
TIU DOCUMENTS BY CONTEXT
TIU GET RECORD TEXT

ORWMC PATIENT PROCEDURES1
ORWRP REPORT TEXT

DG SENSITIVE RECORD BULLETIN
TIU DOCUMENTS BY CONTEXT

DG SENSITIVERECORDEULLETIN|  —
ORWLRR NEWOLD

ORWLRR INTERIMG

ORWLRR NEWOLD

ORWLRR INTERIMG

ORQQPL LIST

ORQQVI1GRID

TIU DOCUMENTS BY CONTEXT
ORWMC PATIENT PROCEDURES1
ORWLRR NEWOLD

ORWLRR INTERIMG

DG SENSITIVE RECORD BULLETIN
ORWCY VST

DG SENSITIVE RECORD BULLETIN
TIU DOCUMENTS BY CONTEXT

DG SENSITIVE RECORD BULLETIN
ORWCY VST

ORWCY VST

& oone
Astart || 1] @ 5 O

|| Elinbox - Mcrosoft outook _|[&]1s0L0g - Microsoft Int... B]Dacuments - Microsaft W,

[T B tocalintranet

LG PHUDEN 039am




This shot shows all the requests made to my site by users throughout the VISN.  I think it’s clear that this is way more information than you get any other way.  The only way WebTop notifies is via email, and as I have said a gazillion times RDV does NOT notify at all.

