VistaWeb ISO Manual

What is VistaWeb?

VistaWeb is an ASP.NET web-based application, written partly in Java and partly in C#.  The application itself is on a server and the only thing a client needs to use it is the Microsoft Internet Explorer web browser (IE) and the URL of the application, which is http://vhaanncard2/vistaweb/homepage.aspx.  


VistaWeb started because providers had no way to get a patient’s primary care provider (PCP) from other sites.  Almost as soon as that functionality appeared there was a request to get a patient’s insurance information.  VistaWeb also acquires more Next-of-Kin information than does CPRS.  Soon there were requests to show clinical data and that led to pages for Problems, Allergies, Meds, Progress Notes, Discharge Summaries, Lab Results, Procedure Reports, Imaging Reports and Vitals.  More functions are being added all the time.  The latest was the ability to show radiology images.  Planned are ECG tracings, surgery reports, orders and pain medication agreements.


Most, but not all, of the data that VistaWeb delivers can also be delivered by CPRS’s Remote Data View (RDV), but users have shown a decided preference for VistaWeb due to its speed and the user-friendly way it displays its data.

How Does It Work?
This is better understood by contrasting it to how RDV works.  The following is a step-by-step walkthrough of this process:

1. CPRS asks local Vista for data from a remote site

2. Local Vista queues the request and returns a “ticket stub” to CPRS

3. Local Vista relays request to remote Vista

4. Remote Vista queues the request

5. Remote Vista assembles the data

6. Remote Vista returns data to local Vista

7. During steps 3-6 CPRS has been repeatedly presenting its “ticket” to the local Vista and asking if the data is ready

8. When the data arrives at the local Vista it replies “Yes” to the next query from CPRS

9. CPRS fetches the data from the local Vista.

As anyone who has used RDV knows, this is a very slow process.  This is due to 3 things:

· all communication is done through the local Vista

· each Vista queues the request

· often more data than was requested is returned.

VistaWeb addresses these 3 issues.  Instead of using 1 broker to talk to only 1 Vista, VistaWeb creates a broker for each remote site.  This is in addition to the broker for the patient lookup site.  Each of these remote brokers then connects directly to its associated Vista and subsequent data requests are fed to the entire array.  This eliminates the “middle man” and avoids the queues at each end of the connection.  Finally, VistaWeb acquires its data via the exact same RPCs that CPRS uses to get its local data so all the data comes back in the same format regardless of site of origin.  VistaWeb simply sorts it chronologically and displays it the same way CPRS would.  Then items like progress notes are fetched only upon user request.  Instead of fetching all the progress notes and returning them in a single long text document, VistaWeb only fetches the ones the user actually requests.

Authentication and Authorization
These logon steps are performed in exactly the same way as in CPRS.  First users are authenticated at their home site with their access and verify codes.  Then they are authorized by setting the CPRS context, OR CPRS GUI CHART.  If a user does not have CPRS context VistaWeb stops.  So you are guaranteed that every VistaWeb session has a CPRS-enabled user.  This is actually more than just a matter of checking for permissions.  A context is really a list of remote procedure calls (RPCs) that can be made using a given account.  Since VistaWeb uses the same RPCs as CPRS it is unable to make these requests unless the logged-in user has the CPRS context.


In the remote sites, however, generic accounts are used, a la WebTop.  The access and verify codes for these accounts are kept in a secure database on the VistaWeb server, and are viewable only by the VistaWeb administrators.  These generic accounts must have OR CPRS GUI CHART context of course.

Patient Sensitivity
Once again, to understand how VistaWeb handles patient sensitivity, it might help to see how CPRS and RDV do it.  Suppose we have a sensitive patient who has been seen in two sites, site A and site B.  A user at site B can then look this patient up in CPRS.  Since the patient is marked sensitive in site B, CPRS issues a sensitivity warning to the user.  If the user proceeds past this warning a bulletin is issued, to site B.  It isn’t until after the bulletin that CPRS asks the MPI for remote sites.  The user may then acquire data from site A, via RDV, but RDV issues no sensitivity bulletins to remote sites.  Which means that site A never knows there was a sensitive patient data access.  Even at site B, where there is a record of the access in Vista, there is no record of what data was requested.


Now how does VistaWeb behave?  The MPI is queried before patient sensitivity is checked.  Then VistaWeb can check at every site at which the patient has data.  If the patient has been marked sensitive in any of the sites, a bulletin is issued to every site.  The only problem with this is the generic accounts at the remote sites.  The RPC that issues the sensitivity bulletin does not allow VistaWeb to pass the identifiers of the true user.  Instead, the bulletin is recorded against the generic account.  This means that the Vista audit log does not contain the name of the true user.  Of course it does for the site at which the user logged in.


To find the true user the ISO needs to go to the VistaWeb ISO log at http://vhaanncard2/vistaweb/isohome.aspx.  The ISO logs onto Vista as usual, and then VistaWeb does a special ISO authorization by comparing the newly logged in user’s DUZ with DUZs in the VistaWeb ISO table.  If the DUZ is not present, VistaWeb stops.  If it is present VistaWeb reads the site for which the user is ISO.  Subsequent queries will be made against the ISO’s home site.  Here is the ISO page:
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The page defaults to Sensitive Only and Local Users.  Local Users will show all the requests made by users at the local site, regardless of the site from which the data was requested.  The Remote Users option will show all the requests to the local site, regardless of what sites the users were in.  All Users will show both options.


There are 3 options for the time period, This Month, Last Month, or you may enter your own From and To dates.  Note that your To data should be the day after the day you think it should be.  So if you wanted to see the requests for 5/19/2004 you would enter 5/19/2004 in the From box and 5/20/2004 in the To box.


This is the top of the log after the Submit button has been clicked:
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This view has been truncated in order not to display sensitive data.  Visible, however, is the header which shows the fields that are displayed.  The fields are also underlined, which means the log may be sorted on any field by clicking it.  The Sensitive field will usually have a value of 2, which is the sensitivity level that causes both CPRS and VistaWeb to issue bulletins.  The field labelled RPC will tell you the actual call that was made so you can know what data the user viewed.

Data Integrity
The VistaWeb logs reside in the same SQL database as the ISO table.  This database is on the VistaWeb server and accessible only to the VistaWeb administrators.  Backups are performed each night shortly before midnight.

Timeouts

VistaWeb, like CPRS, times out after 20 minutes.  At that time the following popup window is displayed:
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If the user takes no action, whatever page was displayed at the time is replaced by the following page:
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